NU VPN Usage Manual (ver.1.10)

To use the VPN service, you need to install the module provided by F5 Networks on your PC, etc.You

also need to use a dedicated service (VPN portal) to get a temporary account that is valid for 10 hours.

The details will be explained as follows.

The connection method is SSL-VPN. Normally, it is not necessary to set special communication

permission settings such as firewalls.
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O. Advance Preparation

O. 1. Start using THERS account

Multi-factor authentication VPN requires multi-factor authentication with a THERS account.
Please refer to the URL below and start using the THERS account in advance

https://icts.nagoya-u.ac.jp/ja/services/thersaccount/ms365start.html

Contact

https://thersac.icts.nagoya-u.ac.jp/hc/ja/requests/new



https://icts.nagoya-u.ac.jp/ja/services/thersaccount/ms365start.html
https://thersac.icts.nagoya-u.ac.jp/hc/ja/requests/new

1. How to connect to VPN

1. 1. When using the Edge Client app

1. 1. 1 Install EdgeClient

(Once installed on your computer, you do not need to install it from the next time.)

Download "Edge Client" from the following location.

Edge Client Download(for Windows)
Edge Client Download (for Mac)

Run the installer. (.exe Or .pkg) of Edge Client.

Select in the order on the right to complete the installation.: [ Next ] — [Install] — [ Finish ]

Windows

49 8IG-1P Edge Client Setup X

Welcome to the BIG-IP Edge
Client Setup Wizard

The Setup Wizard will install BIG-IP Edge Chent on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Cancel

# 8IG-1P Edge Client Setup '

Ready to Install
The Setup Wizard is ready to begin the installation

Click Install to begin the installation. If you want to review or change any of your
Installation settings, dick Back. Click Cancel to exit the wizard.
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https://icts.nagoya-u.ac.jp/ja/services/vpn/files/BIGIPEdgeClient.zip
https://icts.nagoya-u.ac.jp/ja/services/vpn/files/BIGIPMacEdgeClient.zip

49 8IG-1P Edge Client Setup

Completing the BIG-IP Edge
Client Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Additionally, a pop-up may appear asking you to
confirm access to the folder where you executed
the .pkg file, or to confirm whether you want to
delete the .pkg file, but there is no problem with

either.




1. 1. 2 VPN connection with the “Edge Client” app

Launch the Edge Client app .
Windows macOS

BLEMENIH0 Office
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BIG-IP Edge Client
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Outlook 2016

AE  Access 2016 When you start the app, a shield-shaped icon

Acrobat Reader DC will appear on the right side of the top menu
OneDrive bar.

BIG:1P Edge Client 29 (Depending on the environment, a screen with

a cautionary and a confirmation button that

CipherCraft Mail Outlook Add-in... o says "I understand the above security risks
Microsoft Edge  Mi before connecting" appears immediately after
Excel 2016 Startup')
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Select the destination server and connect the VPN

Server to select : VPII"GW

If "vpn-gw" is not displayed on the selected server, enter [ https!//vpn-gw.nagoya-u.ac.jp/ |

manually.
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Select the connection destination

and select [Turn on VPNI.

Select the connection destination and select [Next]|



https://vpn-gw.nagoya-u.ac.jp/

Read the cautionary statement that appears on the screen and click "I understand the above security

risks before connecting.
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Sign in with the THERS account.
If you are signed in to the other system with the same THERS account at this time, you cannot sign
in here.

Please sign out from other systems as it may happen.
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® vpn-gw-mia (https://l ftonline.com) - BIG-IP Edge Client(TM) - =] X
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A screen requesting approval from the Authenticator app will be displayed (it will disappear

automatically after smartphone authentication).
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Open the Authenticator app on your smartphone and select [Approvel.
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Make sure you are connected to the VPN,
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1. How to connect to VPN

1. 1. When using the Edge Client app

1. 1. 1 Install EdgeClient

(Once installed on your computer, you do not need to install it from the next time.)

Download "Edge Client" from the following location.
Edge Client Download(for Windows)
Edge Client Download (for Mac)

Run the installer. (.exe Or .pkg) of Edge Client.
Select in the order on the right to complete the installation.: [ Next ] — [Install] — [ Finish ]

49 81G-1P Edge Client Setup X

@ Welcome to the BIG-IP Edge
Client Setup Wizard

The Setup Wizard will install BIG-IP Edge Chent on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

4 81G-1P Edge Client Setup

Ready to Install
The Setup Wizard is ready to begin the installation

Cliick Install to begin the installation. If you want to review or change any of your
Installation settings, dick Back. Click Cancel to exit the wizard.

<M -
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https://icts.nagoya-u.ac.jp/ja/services/vpn/files/BIGIPEdgeClient.zip
https://icts.nagoya-u.ac.jp/ja/services/vpn/files/BIGIPMacEdgeClient.zip

# BIG-1P Edge Client Setup

Completing the BIG-IP Edge
Client Setup Wizard

Click the Finish button to exit the Setup Wizard.
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1. 1. 2 VPN connection with the “Edge Client” app

Launch the Edge Client app,

BLEMENIED Office

u BIG-IP Edge Client ¢
Zoom w a X E
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Select the VPN connection destination and select [Next].

Please select “vpn-gw”

manually.

If "vpn-gw" is not displayed on the selected server, enter "https://vpn-gw.nagoya-u.ac.jp/"

BIG-IP Edge Client(TM)

- R

svpn-gw-mfa
i 2
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Read the cautionary statement that appears on the screen and click "I understand the above security

risks before connecting.
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Sign in with the THERS account.

If you are signed in to the other system with the same THERS account at this time, you cannot sign

in here.

Please sign

out from other systems as it may happen.
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A screen requesting approval from the Authenticator app will be displayed (it will disappear

automatically after smartphone authentication).
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Open the Authenticator app on your smartphone and select [Approve].
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= Authenticator

HEERVKFBEERIETF M)
vpn-mfa-test@therstokai.onmicro...

test
@ vpn-mfa-test@test.icts.nagoya-u....

731 101 G

m YA 4V ERBLETH?

BYXZZEANSEIXZRS
uu.97u.0100@f.thers.ac.jp

B8 2

Authenticator NKA9—FK

16



Make sure you are connected to the VPN.
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1. 2. When using a web browser

Only for Windows, the browser is supported. In addition, there is a possibility that the browser
that could be connected up to now may suddenly become unable to connect due to the OS version

upgrade.

If you are using MacOS or cannot connect with a browser, use "Edge Client" to connect.

Address to log in : https://vpn-gw.nagova-u.ac.jp

Read the cautionary statement that appears on the screen and click "I understand the above security

risks before connecting.
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https://vpn-gw.nagoya-u.ac.jp/

Sign in with the THERS account.
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When you see the screen asking for approval in the Authenticator app, check your smartphone.
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Open the Authenticator app on your smartphone and select [Approve].

wil docomo 4G @ 16:06

= Authenticator
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Check your browser.

% If the F5 Network VPN app linkage pop-up appears, select "Open".
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Make sure you are connected to the VPN,
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1. 3. When using an Android smartphone

We have tested the functionality with Android version 12 and F5 Access version 3.0.10.
However, there are various types and versions of smartphones, and we cannot provide support
for all of them. If you encounter any issues or problems with usage or connection, please

investigate and resolve them on your own.

First, install the "F5 Access" app from the Play Store.

15:42 AW all ail 90%
& f5access Q ¢
F5 Access
@ F5 Networks Inc. 1A=L
3.1% 508 UE
1763 DL E AyrO—K 3EE O
1— 0 £

cmrrr

Settings: Edit Configuration 75 Ad)
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Once installed, open the "F5 Access" app.

F5 Access
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F5 Access
C=

ERRTRERIBR D D D X ...

trLE L

Lo H—N—DBE

In the F5 Access app, select "Server Configuration".
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15:45 Z ull uil 90%

F5 Access

F5 Access

C

Y7149 L—>3> % AN
£ ARVPN
#—/N\— URL Z A}

https://vpn-gw.nagoya-u.ac.jp/

TA D>

Enter a recognizable name in the Configuration Name field (e.g., NUVPN).
For the Server URL field, enter "https://vpn-gw.nagoya-u.ac.jp".

After entering the information, click "Next".
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Check the "Web Logon" checkbox and tap the checkmark icon in the upper right corner.
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Fo Access
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Press "Connect".

The next time you open the F5 Access app, this screen will be displayed.
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If prompted with "Use Device Manager?", enter the authentication code and press "Use" to proceed.
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If prompted with "Enable Management App?", select "Enable Management App" to proceed.



Read the cautionary statement that appears on the screen and click "I understand the above security

risks before connecting.

®) BIG-IP Edge Client(TM) — O X
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Sign in with your THERS account (thers.ac.jp) on the authentication screen for the institution account.
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If prompted with "Allow F5 Access to establish VPN connection?", select "Allow" to proceed.
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Once "Connected" is displayed, the VPN connection is established. To disconnect the VPN

connection, press "Disconnect".
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1. 4. When using an iPhone

We have tested the functionality with iOS version 16.5.1 and F5 Access version 3.0.13 on iPhone.
However, there are various types and versions of smartphones, and we cannot provide support
for all of them. If you encounter any issues or problems with usage or connection, please

investigate and resolve them on your own.

First, install the "F5 Access" app from the App Store.

9:13 8 all = @)

Q, f5 access Q vt
F5 Access

(\7—' PYR2R Q}
* % o v v

< Connection Details Statistics

11.4M8

Once installed, open the "F5 Access" app.

5 Access
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F5 4 DRHIE

This application does not collect any
personal data that will be transferred
to the licensor, F5 Networks. Any data
is collected by and remains with the
company that owns and/or licenses the

BIG-IP product and software. By
clicking on the agree button below, you
confirm that you are older than 16
years and consent to F5's End User
License Agreement and its terms and
conditions, including the handling of
data.

ZB TR T

If the contract confirmation screen appears, review the contract and select "Agree".

“F5 Access" & @B ZEE L
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If prompted for notification permissions, select "Allow".
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Select "Add New Connection Configuration".
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Enter a recognizable name for the Connection Name (e.g., NUVPN).

For the Server field, enter "https!//vpn-gw.nagoya-u.ac.jp".
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Slide the Web Logon switch to the right to turn it on.

Once you've set the Connection Name, Server, and Web Logon switch, press "Save".
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If prompted with "Allow VPN Configuration Addition", select "Allow".
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When prompted to enter a passcode during VPN Configuration Addition permission, enter the

passcode.
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Once you're back on the F'5 Access screen, slide the Connect switch to the right to turn it on.
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Read the cautionary statement that appears on the screen and click "I understand the above security

risks before connecting.
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If the settings are correct, the secure login screen shown above will appear.
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Sign in with your institution account (thers.ac.jp) using multi-factor authentication on the

institution account authentication screen.
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If the F5 Access screen appears again, slide the Connect switch to the right to turn it on again.
After, Read the cautionary statement that appears on the screen and click "I understand the above
security risks before connecting.

Note: Pages 36 and 37 seem to repeat when starting F5 Access for the first time. From the second

time onward, the connection will be established as shown on pages 414, 425, and directly to page 38.
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If "Connected" is displayed, the VPN connection is established.
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To disconnect the VPN connection, slide the Connect switch to the left to turn it off.
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