How to setup
Multi-Factor CAS authentication account

1.1st Edition

26/1/2022

I Multi-Factor Authentication CAS

In addition to the Nagoya University ID and password, authentication for Multi-Factor Authentication CAS

requires an "Authentication Code" which is a 6-digit number that changes at 30 second intervals (see below

figure).
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Nagoya University ID + Password

Authentication Code
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Authentication App
for smartphone

| I Authentication
App for PC

Hardware
Token

The Authentication Code is presented on an Authentication Application - which has an Authentication Seed

registered - or a hardware token. The hardware token requires additional expenses to purchase, so we

recommend you to use the Authentication Application as far as possible.

I Registering a new Authentication Seed to an Authentication Application

The following are registration procedures for common Authentication Applications.

- Authentication Seed Registration to Google Authenticator

- Authentication Seed Registration to Microsoft Authenticator

- Authentication Seed Registration to WinAuth (Windows App)

- Authentication Seed Registration to Step Two (macOS App)
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Authentication Seed Registration to Google Authenticator

Google Authenticator Setup

Install Google Authenticator onto your smartphone from Google Play (Android) or the App Store (Apple).

Google Authenticator
Google LLC

Ta—F4')F11A154k
LR B 3.0 « 12608

=

Login to the Authentication Seed Management webpage and Authentication Seed
generation

When you connect to the Multi-Factor Authentication CAS Authentication Seed Management webpage, the
system requires authentication with your Nagoya University ID and password, so please input them to
authenticate.

To distribute Authentication Seeds safely, access to the Authentication Seed Management webpage is only
allowed from the Nagoya University's network on campus excluding special case.

» G 8 OB httpsyrauth-mfanageya-uacip/casiogin?senvice=hitpssIAR2Fx2Fautii-mia.nagoya-u.ac jpR2Fgauth-managers2F fuenen=faise e Q
iy EEEAT
ZERAZIDS LV (R T— REAH LTS\ (Input 2, GAuth Manager
your Nagoya University ID and password) ‘ WD DRI — I

for Two Factor Authentication)

ZHEEARZFID(Nagoya University ID):

J{XD— R(Password):

04 >(Login)

a1 U EDIBRMS, FISNEREEEDSEBEWGSE, D250
EERTESETTE,

If you want to terminate authenticated status due to security reason, terminate your
Web Browser.
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://apps.apple.com/jp/app/google-authenticator/id388497605
https://auth-mfa.nagoya-u.ac.jp/gauth-manager/

If you click the "Create a new" button, a new Authentication Seed will be generated.

You cannot display a previously used Authentication Seed. Similar to other password reset procedures, you

can only generate and register a new Authentication Seed.

& 5 C & OB nipsyauth-mianagoya-uacip/gauth-manager/

PE S ] n:u\nIE/_ REE% (Authentication Seed reg

PR3 — F(Authentication Seed):

[2]

FREE 0 — RHEER(Confirmation of Authentication Code):

AR (Create a new) | Ei&x(Register)

[E8R] T ERFEPORI S — R EBETENTER(TILDET (Current Authentication

he generated Authentication Seed will be displayed as both an "Authentication Seed" (consisting of

alphanumeric characters) and a "QR code".

& 5 C & OB httpsj/euth-mfanagoya-uacp/gauth-u

PEE O HIREH | l\%“ﬁ (Authentication Seed 1

IBEE S — F(Authentication Seed):

SPEEJ— RFESR(Confirmation of Authentication Code):

090795

FTARERk(Create a new)  EER(Register)

[Ed%] 259 EWFEDRORES — RN EESESNTHEDICIRD E T (Current Authentic
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The Authentication Seed will not be registered to the CAS server until you click the "Register" button on
the Authentication Seed Management webpage. After you register the Authentication Seed to the
Authentication Application, please remember to click the "Register" button to register the Authentication
Seed to the CAS server.

Even if you mistakenly generate a new Authentication Seed, the previous Authentication Seed
will remain as long as you do not click the "Register" button. Be sure to close the Multi-Factor
Authentication CAS Authentication Seed Management webpage without clicking the "Register"
button.

I Procedure to register an Authentication Seed to Google Authenticator

| For first-time users of Google Authenticator

When you start Google Authenticator, you will see the following screen. Tap "Get started" to proceed.

Stronger security with Google
Authenticator

Get verification codes for all your accounts using 2-
Step Verification

Get started
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Next, a screen to select a method to register your Authentication Seed will appear. Select "Scan a QR code".
You will receive a notification on your smartphone, "Authenticator requires permission to use your camera".

Allow it.

[

Setup your first account

Use the QR code or setup key in your 2FA settings (by Google
or third-party service). If you're having trouble, go to g.co/2sv

(] Scana QR code

Enter a setup key

Import existing accounts?

For people already using Google Authenticator

After starting Google Authenticator, tap the "+" mark on the lower right-hand corner of the screen and start the
registration of a new Authentication Seed.

Next, a screen to select a method to register your Authentication Seed will appear. Select "Scan a QR code".

Scan a QR code (]

Enter a setup key

X
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I Authentication Seed registration with a QR code

If you choose "Scan a QR code" with a smartphone that has a built-in camera, a QR code scan screen will
appear. Scan the QR code displayed on the Authentication Seed Management webpage.

The Authentication Seed will be registered as "NU (Central_Authentication_Service)".

Confirm that the 6-digit number displayed in the "Confirmation of Authentication Code" field on
the Authentication Seed Management webpage is the same as the one shown on Google
Authenticator.

If they are not the same, the time on your smartphone may be greatly out of sync.

After confirming that the 6-digit number displayed in the "Confirmation of Authentication Code" field is the same
as the one shown on Google Authenticator, please remember to click the "Register" button on the Multi-Factor
Authentication CAS Authentication Seed Management webpage and register your Authentication Seed to the

CAS server.

= Google Authenticator

NU (Central_Authentication_Service)

9212 322 ‘
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Authentication Seed registration by manually inputting the Authentication Seed
(Setup Key)

If you select "Enter a setup key" when registering a new Authentication Seed, the following Setup Key

(Authentication Seed) registration screen will be shown.

*Set an "Account name" that you can remember.

*Do not use an account name that is easily identifiable as being connected to your Nagoya
University ID. Select "Time based" for "Key Type".

*Input your "Authentication Seed" in the "Key" field.

*The authentication is not case sensitive, so you may input alphabetic characters in lower case
letters if you wish.

It may be difficult to distinguish between characters like "0" (zero) and "O" and "1" (one) and
"I", but feel free to input them as you like since those characters are handled as the same.

£ Enter account details
Account
Key
Time based « Add

Confirm that the 6-digit number displayed in the "Confirmation of Authentication Code" field on the screen is the

same as the one shown on Google Authenticator.

If they are not the same, the time on your device may be greatly out of sync.

After confirming that the 6-digit number displayed in the "Confirmation of Authentication Code" field is the same
as the one shown on Google Authenticator, please remember to click the "Register" button on the Multi-Factor
Authentication CAS Authentication Seed Management webpage and register your Authentication Seed to the

CAS server.

| Trial Run of Multi-Factor Authentication CAS

We have prepared a Multi-Factor Authentication CAS Trial webpage to carry out a trial run of the Multi-Factor

Authentication CAS. Following the instructions on the Trial Run of Multi-Factor Authentication CAS webpage.
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https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/

I Authentication Seed Registration to Microsoft Authenticator

I Microsoft Authenticator Setup

Install Microsoft Authenticator onto your smartphone from Google Play (Android) or the App Store (Apple).

Microsoft Authenticator
n Microsoft Corporation

rEs (e R166

khkAhhd 460636508

b 5]

I Login to the Authentication Seed Management webpage and Authentication Seed

generation

When you connect to the Multi-Factor Authentication CAS Authentication Seed Management webpage,,

the system requires authentication with your Nagoya University ID and password, so please input them to

authenticate.

To distribute Authentication Seeds safely, access to the Authentication Seed Management webpage is only

allowed from the Nagoya University's network on campus excluding special case.

» C 8 OB httpsi/auth-mfa.nagoya-u.acip/cas/login?senvice=hitps%3AT2FH2Fauth-mia.nagoya-u.ac jpi2Fgauth-managers2F auenew=faise

i}, Bari B K

NAGOYA UNIVERSITY

5% T Q&

BEBAZIDE L) (A T—RZEANLUTLIZSL (Input
your Nagoya University ID and password)

ZHEHEAZFID(Nagoya University ID):

J (A J— R(Password):

042 > (Login)

XA UT o EOBENS, BISNEREERDSEEVMGSE, D)5
EERTESETTFE,

If you want to terminate authenticated status due to security reason, terminate your
Web Browser.

GAuth Manager

2B RSEDIZ s DR — I
for Two Factor Authentication)
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https://play.google.com/store/apps/details?id=com.azure.authenticator
https://apps.apple.com/jp/app/microsoft-authenticator/id983156458
https://auth-mfa.nagoya-u.ac.jp/gauth-manager/

If you click the "Create a new" button, a new Authentication Seed will be generated.

You cannot display a previously used Authentication Seed. Similar to other password reset
procedures, you can only generate and register a new Authentication Seed.

& 5 C 8 QB8 nupsy/auth-mianagoya-uacjp/gauth-manager/

EREIE S — I (Authentication Seed):

[2]

FREE 1 — RHEER(Confirmation of Authentication Code):

Rk (Create a new) | E&x(Register)

2B ZRFRAE u,quE/— RE$% (Authentication Seed reg

[E8R] ZF T ERFEPORI S — R EBET SN TER(CILDET (Current Authentication

he generated Authentication Seed will be displayed as both an "Authentication Seed" (consisting of

alphanumeric characters) and a "QR code".

€ 5 C 8 O B8 nttpsi/euth-mfanagoya-u.acip/gauth-manager

123E>— R (Authentication Seed):

090795

FTAERY(Create a new)  E#R(Register)

BRI > — REEK (Authentication Seed

SBEEJ— RFESR(Confirmation of Authentication Code):

(&) 29 ERTEPOTREES — RN EFEES SN TR(C/RD E T (Current Authentic
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The Authentication Seed will not be registered to the CAS server until you click the "Register" button on the
Authentication Seed Management webpage. After you register the Authentication Seed to the Authentication
Application, please remember to click the "Register" button to register the Authentication Seed to the CAS

server.

Even if you mistakenly generate a new Authentication Seed, the previous Authentication Seed
will remain as long as you do not click the "Register" button. Be sure to close the Multi-Factor
Authentication CAS Authentication Seed Management webpage without clicking the "Register"
button.

Procedures to register an Authentication Seed to Microsoft Authenticator

For first-time users of Microsoft Authenticator

When you open Microsoft Authenticator, it will ask for your permission to collect your data. As there is no
other choice, tap "Agree" and proceed. (We highly recommend that you stop this data collection
afterwards by disabling "Data for Usage Status (For improving app functionality...)" from the log menu in
the App Configurations.)

Microsoft Authenticator will ask you to sign in to your Microsoft Account. Choose "Scan QR code". It is up
to you whether you sign in or not.

Microsoft Authenticator will proceed to the QR code scan screen.

You will receive the notification "Authenticator requires permission to use your camera" on your
smartphone. Allow it.

= Authenticator =4

Ready to add your first account?

Add account
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For people already using Microsoft Authenticator

After starting Microsoft Authenticator, tap the "+" mark on the upper right-hand corner, and register a
new Authentication Seed.

Authenticator

Microsoft Authenticator will ask you to choose the service which will use multi-factor authentication.
Choose "Other (Google, Facebook, etc.)".

( Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

. Work or school account

Other (Google, Facebook, etc.)

I Authentication Seed registration with a QR code

Scan the QR code displayed on the Authentication Seed management webpage through QR code scan screen.

The Authentication Seed will be registered as "NU (Central_Authentication_Service)"

Confirm that the 6-digit number displayed in the "Confirmation of Authentication Code" field on
the management webpage is the same as the one shown on Microsoft Authenticator.
If they are not the same, the time on your device may be greatly out of sync.

After confirming that the 6-digit number displayed in the "Confirmation of Authentication Code" field is the same
as the one shown on Microsoft Authenticator, please remember to click the "Register" button on the Multi-Factor
Authentication CAS Authentication Seed Management webpage and register your Authentication Seed to the CAS

server.

= Authenticator

NU
Central_Authentication_Service

896 009 =
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Authentication Seed registration by manually inputting the Authentication Seed
(Code)

On the camera screen to scan the QR code, choose "or enter code manually".

Your account provider will display a QR code

Or enter code manually

The following Code (Authentication Seed) input screen will be shown.

*Set an "Account name" that you can remember.

*Do not use an account name that is easily identifiable as being connected to your Nagoya
University ID. Input your "Authentication Seed" in the "Secret key" field.

*The authentication is not case sensitive, so you may input alphabetic characters in lower case

letters if you wish. "0" (zero) and "1" (one) are not included in the codes. Please be sure to input
the alphabetical "O" and "I".

4 Add account

OTHER ACCOUNT

Account name

Secret key

Finish
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Confirm that the 6-digit number displayed in the "Confirmation of Authentication Code" field on the

management webpage is the same as the one shown on Microsoft Authenticator.

If they are not the same, the time on your device may be greatly out of sync.

After confirming that the 6-digit number displayed in the "Confirmation of Authentication Code" field is the same
as the one shown on Microsoft Authenticator, please remember to click the "Register" button on the Multi-Factor
Authentication CAS Authentication Seed Management webpage and register your Authentication Seed to the

CAS server.

Trial Run of Multi-Factor Authentication CAS

We have prepared a Multi-Factor Authentication CAS Trial webpage to carry out a trial run of the Multi-Factor

Authentication CAS. Following the instructions on the Trial Run of Multi-Factor Authentication CAS webpage.
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https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/

I Authentication Seed Registration to WinAuth (Windows App)

| Downloading WinAuth

Go to the WinAuth download page and download the latest version, WinAuth 3.5.1.

¢ cs o0a b0 G]

€ WinAuth

Portable open-source Authenticator for Windows

Download

This program is free software: you can redistribute it and/or modify it under the terms of the GNU General Public License as published by the Fi
either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANT
A PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program. If not, see hit

Clicking any of these links or downloading the WinAuth software constitutes unconditional agreement and acceptance of this

WinAuth Version 3.5

This is the latest stable version of WinAuth.

1 (2016-06-07)

MDS5: 9393C99901412C0OD28CCCEAOFICBA5C3. WinAuth.exe MD5: 3CBB42FF6BCA822FC6D874FBF21230DD

(Windows 7 / 8.x/ 10 requires

The downloaded file is in a compressed ZIP format, so decompress the file and extract =~ WinAuth.exe.

e « Windows (C:) > home » shimada > uty > WinAuth > v U O WinAuth®#®E

Y}

28 B3 HE 442

T

£ WinAuth.exe

€t 3 WinAuth-3.5.1.zip
@ Or

8 1:44 5,647 KB

WinAuth requires .NET Framework 4.5. Please download and install it from the Microsoft website if necessary.
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https://winauth.github.io/winauth/download.html

I Login to Authentication Seed management web page and seed generation

When you connected to Authentication Seed management web page for Multi-Factor Authentication CAS, the

system requires you an authentication with Nagoya University ID and password. You have to input them to

authenticate.
> C 8 OB htps/auth-mianagoya-u.acip/cas mia.nagoya-u.ac pF2Fgauth-managers2Farenew=faise 5w 17 Q
) EEERT,
BEBAFIDS LU/ (XD~ REAS LT ZE ) (Input 2 . GAuth Manager
your Nagoya University ID and password) ' 2EERIDI DRI — 1

for Two Factor Authentication)

ZHEAZFID(Nagoya University ID):

J TR J— R(Password):

CFIUTr LORELS, BISNEREEEOSELEVEEE, DI T350Y
EERTIBTFE,

If you want to terminate authenticated status due to security reason, terminate your
Web Browser.

If you push "Newly generation" button, Authentication Seed is newly generated.

You cannot see the Authentication Seed in past time again. As similar to generic password reset
procedure, we only allow newly generation of Authentication Seed.

& 5 C 8 OB npsysuth-mianagoya-uacip/cauth-manager/
2E AL DiRsl > — RE#R (Authentication Seed reg

2SS — F(Authentication Seed):

[2]

FREF 01— REEER(Confirmation of Authentication Code):

$ARAERK(Create a new) | EER(Register)

[BR] &IPS LREPORI S — R EBET SN TEH(CADET (Current Authentication

16 / 33


https://auth-mfa.nagoya-u.ac.jp/gauth-manager/

A generated Authentication Seed are presented as both "Authentication Seed (notated with alphabets and

numbers)" and "QR code".
€ 5 C 8 OB httpsyauth-mianagoya-uacip/gauth-manager
2ERDELDFREE S — REER (Authentication Seed 1

123E>— R(Authentication Seed):

|1 R
.El“-;
b
6] = =T

SREE 1 — RF&EER(Confirmation of Authentication Code):

090795

FALERR(Create a new)  ZfR(Register)

[Efx] ZIF T EWEPDTIES — PO EES SN THRD(C/AD T (Current Authentic

The Authentication Seed will not registered to CAS server until you push "Register" button. After you register

Authentication Seed to Authentication Application, push "Register" button to register Authentication Seed to CAS

Server.

without pushing "Register" button.

If you wrongly generated new Authentication Seed, the Authentication Seed in past time are still
existing if you do not push "Register" button. Close Authentication Seed management web page
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I Authentication Seed registration to WinAuth

You will be asked to register an Authentication Seed the first time you start ~ WinAuth.

Click “Add" and proceed with the Authentication Seed registration.

Those who are already using WinAuth can also proceed with the Authentication Seed registration
by choosing “Add" from a different screen.

WinAuth

Clirk the "AA s 4 $a : % \a FHharkicat
Click the "Add" button to create or mport your autnenticator

Add a

You will see a selection screen that asks you to choose the service which will use multi-factor authentication, but as

Nagoya University CAS is not included in the options, please choose “Authenticator" at the top of the list.

- X

WinAuth

Click the "AdA" |
Clickthe AQdQ Du

(o]
"
"
m
w
+
1y
O

r import your authenticator

m ¢>» Authenticator a
(G Google
a8  Microsoft
f5 Battle.Net
2 Guild Wars 2
B Glyph/ Trion
Steam
Import...

Input a service name (Name field), Authentication Seed value (1.), and Authentication Seed generation method

(2.). For the service name (Name field), you can input any name you want to register for.

However, please avoid inputting your Nagoya University ID as it is used for generating
Authentication Seed value.

For the Authentication Seed value (1.), please input your “Authentication Seed" displayed on the
Multi-Factor Authentication CAS Authentication Seed Management webpage.

For the Authentication Seed generation method (2.), please choose  “Time-based".

If you click “Verify Authenticator" (3.), the 6-digit number will be generated based on the Authentication Seed
value and displayed in (4.).
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Confirm that the 6-digit number displayed in the “Confirmation of Authentication Code" field on the Multi-Factor

Authentication CAS Authentication Seed Management webpage is the same as the one shown on  WinAuth.

If they are the same, click on “OK".
they are not the same, the time on your device may be greatly out of sync.

Add Authenticator

Name: NU(CAS)

1. Enter the Secret Code for your authenticator. Spaces don't matter. If
you have a2 OR code, you can paste the URL of the image instead.

T L Decode

2. Choose if this is a time-based or a counter-based authenticator. If
you don't know it's likely time-based, so just leave the default choice.

(®) Time-based _) Counter-based
3. Click the Verify button to check the first code.
Verify Authenticator
4. Verify the following code matches your service.

617 279

oK Cancel

€ > C 8 OB nttpsiauth-mianagoya-uacip/gauth-manager/

2ERPEIDREE S — REER (Authentication Seed

123 — R (Authentication Seed):

SPEE— RFESR(Confirmation of Authentication Code):

090795

AR (Create a new)  Z#R(Register)

[E8%] Z#09 ERTEDPOTTES — R EEE SN THERDIC/Z D E T (Current Authentic
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The next step is to set the protection settings for WinAuth.

*In the "Protect with my own Password" field, you can set a password that will be required to open
WinAuth.

*Set your password by inputting it in the "Password" field and confirm your password by inputting
it again in the "Verify" field. Make sure to input the different password from the one used for your
Nagoya University ID.

* By enabling "Encrypt to only be useable on this computer" and "And only by the current user on
this computer", you can prevent people with malicious intent from copying the password and using
it on other computers.

 ———————————————————————————————————————————————
- (2 3B

Protection

Select how you would like to protect your authenticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your computer.

M Protect with my own password
Your authenticators will be encrypted using your own password and you will need to enter your password to open
WinAuth. Your authenticators will be inaccessible if you forget your password and you do not have a backup.

Password CLLTTTTT

\./eri:‘).' esesscee

Additionally, you can protect and encrypt your data using the built-in Windows account encryption. This will lock your
authenticators to this computer or user so they cannot be opened even if the files are copied. You MUST turn this off if
you are going to reformat your disk, re-install Windows or delete this user account.

@ Encrypt to only be useable on this computer

(W And only by the current user on this computer

[] Lock with a YubiKey

! Use Slot 1 ‘ Configure Slot 1

OK Cancel
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I Use of WinAuth

& v N « Windows (C:) > home > shimada > uty > WinAuth v D O WinAuthD#& =&
e BB $4X
* -
£ WinAuth.exe 16/06/08 1:44 5,647 KB
Cn
@ Or
S@pC
@
. 1
WinAuth
Password
OK

Double click to open WinAuth.exe. If you have set a password, you will be prompted to enter it.

The 6-digit number required for each service's multi-factor authentication will be displayed.

Note that it will only be displayed if you click on the refresh mark on the right-hand side of each
service name.

WinAuth

0 NU(CAS)

Add a

WinAuth

NU(CAS) \
: 912 288 &

Add o

After confirming that the 6-digit number displayed in the "Confirmation of Authentication Code" field is the same as
the one shown on WinAuth, please remember to click the "Register" button on the Multi-Factor Authentication

CAS Authentication Seed Management webpage and register your Authentication Seed to the CAS server.
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I Q&A about WinAuth

Q: I forgot the password set for WinAuth.
A: Delete the files in the following location. However, please note that doing so will also reset all settings for

WinAuth, including the Authentication Seed.
C:¥Users(Your_User_Name)¥AppData¥Roaming¥WinAuth¥winauth.xmlbr>

I Trial Run of Multi-Factor Authentication CAS

We have prepared a Multi-Factor Authentication CAS Trial webpage to carry out a trial run of the Multi-Factor

Authentication CAS. Following the instructions on the Trial Run of Multi-Factor Authentication CAS webpage.
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https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/

I Authentication Seed Registration to Step Two (macOS App)

I Downloading Step Two

Go to the Step Two page of Mac App Store and download the latest version.

App Store Preview

This app is available only on the App Store for

Step Two =
Simple two-step verification
Neil Sardesai

kkkkd 46125 Ratings

Free - Offers In-App Purchases

Login to the Authentication Seed Management webpage and Authentication Seed
generation

When you connect to the Multi-Factor Authentication CAS Authentication Seed Management webpage,,
the system requires authentication with your Nagoya University ID and password, so please input them to
authenticate.

To distribute Authentication Seeds safely, access to the Authentication Seed Management webpage is only
allowed from the Nagoya University's network on campus excluding special case.

> G 8 Q8 httpsyauth-mianagoya-u.acip/cas/ogin?senvice=httpsse3A%2FR2Fauti-mia.nagoya-u.ac jpi2Fgauth-managerse2Farenew = false 5% 7 Q&
iy BERKY
FEBAZIDE LB (RD— REAH LT ZE (Input - GAuth Manager
your Nagoya University ID and password) = Oy R S

for Two Factor Authentication)

ZHEARZFID(Nagoya University 1D):

J (R J— K(Password):

02 > (Login)

Fa VT EoiBEh s, BISNEREERDSEBREVGSE. D750
ERTEETFEL,

If you want to terminate authenticated status due to security reason, terminate your
Web Browser.
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https://apps.apple.com/us/app/step-two/id1291130842
https://auth-mfa.nagoya-u.ac.jp/gauth-manager/

If you click the "Create a new" button, a new Authentication Seed will be generated.

=
& 2 C B OB npsyauth-mianagoya-uacjp/gauth-manager/

2EFRFVSLDEEL > — FEER (Authentication Seed reg

FR5E > — B (Authentication Seed):

=

F2EE 01— REEEZ (Confirmation of Authentication Code):

$AR4ERk(Create a new) | S#x%(Register)

[B4R] 1R T ERFEPORI S — RA EBS SN TESCILDET (Current Authentication

You cannot display a previously used Authentication Seed. Similar to other password reset
procedures, you can only generate and register a new Authentication Seed.

he generated Authentication Seed will be displayed as both an "Authentication Seed" (consisting of

alphanumeric characters) and a "QR code".

€ 5 C 8 OB httpsj/auth-mianagoya-uacp/gauth-manager/

BRIV DRI > — REER (Authentication Seed 1

IBEE=— F(Authentication Seed):

SPEE T — RFEER(Confirmation of Authentication Code):

090795

HTAEPk(Create a new)  EER(Register)

[Ed%] 29 EWFEPORES — R EESZ SN TEID(C/R D F T (Current Authentic
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The Authentication Seed will not be registered to the CAS server until you click the "Register" button on the
Authentication Seed Management webpage. After you register the Authentication Seed to the Authentication
Application, please remember to click the "Register" button to register the Authentication Seed to the CAS

server.

Even if you mistakenly generate a new Authentication Seed, the previous Authentication Seed
will remain as long as you do not click the "Register" button. Be sure to close the Multi-Factor
Authentication CAS Authentication Seed Management webpage without clicking the "Register"
button

I Authentication Seed registration to Step Two (with QR code)

You will be asked to register an Authentication Seed the first time you start Step Two.

Click “+ Button" and proceed with the Authentication Seed registration.
Those who are already using Step Two can also proceed with the Authentication Seed
registration by choosing “+ Button".

No Accounts
Click the plus button to add one.

After you push "+ Button", Step Two asks you to Authentication Seed registration method. Choose "Scan
Two-Step QR Code".

Scan Two-Step QR Code

Set Up Account Manually...
—
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A window for QR code scan rises. Put the window to QR code on the web browser.

2EFRVIE DR — K &% (Authentication
Two Factor Authentication)

#2HE > — K (Authentication Seed):

HR2UWZJQMSZDK3ZX

0O QR Code Scanner

667074

ﬁﬁiﬁ‘z(Creaw a New) & ax(Register)

BH EHTEREFORIEY— R EBEShTEMDICRD £9 (Current
and invalidated if you push "Register" button)

The Authentication Seed is registered to Step Two and Step Two displays Service Name and Authentication
Code pair.

Confirm that the 6-digit number displayed in the "Confirmation of Authentication Code" field on the Multi-Factor
Authentication CAS Authentication Seed Management webpage is the same as the one shown on Step Two.

If they are not the same, the time on your device may be greatly out of sync.

Lo
[e]
LS

Q +

NU . |
Central_Authentication_Servi...

667074

26 / 33



I Authentication Seed Registration with alphameric Authentication Seed

If your environment cannot accpt QR code with some reason, you can choose Authentication Seed registration
with alphameric Authentication Seed.

Chose "Set Up Account Manually" at Authentication Seed registration selection.

*Input Authentication Code to "Secret Key" item.

*Input proper (identifiable) "Account Name" and "Email Address or Username" with yourself.
Note that we recommend you to avoid your Nagoya University ID and mail address of Nagoya
University Mail Service directly to avoid vulnerability of peeping.

* Confirm Authentication Code on Step Two and Authentication Code on the web page are
identical.

:If they are not the same, the time on your device may be greatly out of sync.

I Trial Run of Multi-Factor Authentication CAS

We have prepared a Multi-Factor Authentication CAS Trial webpage to carry out a trial run of the Multi-Factor

Authentication CAS. Following the instructions on the Trial Run of Multi-Factor Authentication CAS webpage.
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https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/

I Question and Answer for Multi-Factor Authentication CAS

Q: May I register Authentication Seed to multiple devices?

A: Yes. For convenience, you can register Authentication Seed to multiple devices (e.g. both smartphone and PC)
if you can guarantee security.

Q: I obtained a new smartphone. However, I forgot to do the migration procedures for the Authentication
Application on my smartphone.

A: As shown in the Authentication Seed Registration to the Authentication Application webpage, you have to

create a new Authentication Seed by accessing the Multi-Factor Authentication CAS Authentication Seed
Registration webpage from within the University.

The previous Authentication Seed becomes invalid after registering a new Authentication Seed..

Q: May I use the cloud backup feature on the Authentication Application on my smartphone?

A: If you are using a reliable Authentication Application, you can use the cloud backup feature.

Q: I lost my smartphone, and want to register an Authentication Seed to my new smartphone.

A: As shown in the Authentication Seed Registration to the Authentication Application webpage, you have to

create a new Authentication Seed by accessing the Multi-Factor Authentication CAS Authentication Seed
Registration webpage from within the  University.
The previous Authentication Seed becomes invalid after registering a new Authentication Seed..

Q: I lost my hardware token, so I want to disable it as soon as possible.

A: Please go to the IT Help Desk with your staff/student ID card and submit a request to disable your hardware
token.
Q: I want to register a new hardware token.

A: Follow the procedures for Registration of Hardware Token, and register the new hardware token. Note that

after registration is complete, the previous hardware token will be disabled.
Q: I want to know more about the Multi-Factor  Authentication.

A: We have a webpage dedicated to Tips regarding Multi-Factor Authentication.
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https://icts.nagoya-u.ac.jp/en/2022_services/nuid/CAS/mfa_cas_seed_registration.html
https://icts.nagoya-u.ac.jp/en/2022_services/nuid/CAS/mfa_cas_seed_registration.html
https://icts.nagoya-u.ac.jp/en/helpdesk.html
https://icts.nagoya-u.ac.jp/en/2022_services/nuid/CAS/tips.html

I Trial Run of Multi-Factor Authentication CAS

We have prepared a Multi-Factor Authentication CAS Trial webpage to carry out a trial run of the Multi-Factor

Authentication CAS.

I Trial Run Procedures

When you access the Multi-Factor Authentication CAS Authentication Trial webpage, the CAS system requires

you to input your Nagoya University ID and password.
If the CAS system has already memorized your Nagoya University ID and password, the CAS system will start at

the second step that asks to input an Authentication Code (6-digit number).

G 8 D @t mianagoys-uscecs

iy i RAP

NAGOYA UNIVERSITY

ZHERZIDBLI/ RD—RZEAHDULTLEZWN ‘..! I MFAFT wHA ~
ZHHEKXZID:

IKXD—R:

U« LOMAHS, ZAHBLHY—EZAD72CARTIICE, DT
SOYEOIZIRL. BTYLTLIESN
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https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/
https://auth-mfa-check.icts.nagoya-u.ac.jp/phpCasClient/

After you enter a valid Nagoya University ID and password, the CAS system will ask you to input an

Authentication Code (6-digit number) as the second factor.

Input the Authentication Code presented on the Authentication Application or hardware token.

The CAS system will also accept the Authentication Codes from the previous or subsequent
interval, so you can proceed with authentication even if the Authentication Code changes during

the authentication process.

s LRk
) tlRAy

e 11— N

If authentication using the Authorization Code is successful, the webpage indicating successful authentication will

appear.

———
2 D

soall . ZEFRBICASFIBOKTY

Logout

This concludes the trial run, so you may close the webpage.
If the authentication was unsuccessful, the webpage indicating an unsuccessful authentication will appear. Input

the Authentication Code presented on the Authentication Application or hardware token again.

See "If you are having trouble with authentication" below if you are having repeated

unsuccessful attempts.

c 2 0a >

T Gtk

AGOYA UNIVERSITY

e Credentials are rejected/invalid and authentication attempt has failed.
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I If you are having trouble with authentication

The clock of the device you are running the Authentication Application on is incorrect.

-> Change the clock on your device to the correct time. You have registered the wrong Authentication Seed.

-> Start over from the Authentication Seed registration.

The clock of the hardware token is greatly out of sync.

-> Apply for hardware token use again and let us know about your issue when registering.
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https://icts.nagoya-u.ac.jp/en/2022_services/nuid/CAS/mfa_cas_seed_registration.html

l Application to Use Hardware Token for Multi- Factor Authentication CAS

If you wish to use a hardware token, you will need to purchase a hardware token using departmental budgets

etc., in addition to registering the hardware token to the Multi-Factor Authentication CAS.

I Obtaining a hardware token

The hardware tokens that can be used for the Multi-Factor Authentication CAS are those that are “OATH-TOTP

standard with 30 second update intervals that output 6-digit authentication codes”.

The manufacturer of the hardware token does not matter if these specifications are met.

In order to register a hardware token to the Multi-Factor Authentication CAS, the Authentication Seed that is pre-
encoded into the hardware token is required. Be sure that the “BASE32 Encoded Authentication Seed” that

comes alongside your hardware token from the hardware token vendor is kept secure and in a safe place.

Hardware tokens that have been used are as follows. If you have any concerns regarding purchases, please

contact the Multi-Factor Authentication CAS Project (multiauth@icts.). (: nagoya-u.ac.jp)

Feitian Japan One-Time Password (TOP) Token

Registering the Authentication Seed of your hardware token to Multi-Factor
Authentication CAS

Fill out the Hardware Token Application Form below and submit it to the IT Help Desk on the first floor of the
Information Technology Center. Please also bring your Staff/Student ID card so that we can verify your identity.
Once Authentication Seed registration is complete, we will send an e-mail to your contact e-mail address to

notify you of the Seed registration completion.

Hardware Token Application Form on Forms (application of Authentication Seed)

If you cannot use Forms (e.g. you do not have right to use Office 365), please fill following Word version
Hardware Token Application Form and bring it to the IT Help Desk on the first floor of the Information

Technology Center with your Staff/Student ID card so that we can verify your identity.

Word version Hardware Token Application Form (For person who cannot use Forms)
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https://www.ftsafe.com/
https://forms.office.com/r/1j8WY0Sfz9
https://icts.nagoya-u.ac.jp/ja/2022_services/nuid/CAS/HWtoken_registration_doc.docx

I Multi-factor authentication using hardware tokens

The 6-digit number displayed when you press the button on your hardware token will be the second factor
(Authentication Code) in the authentication process. Specific procedures for authentication are indicated on the

[Multi-Factor Authentication CAS Trial webpage] (./mfa_cas_authentication_test.html) .

OTe c200

ONE TIME PASSWORD

I Q&A about hardware token applications

Q: I lost my hardware token, so I want to disable it as soon as possible.

A: Please go to the IT Help Desk with your Staff/Student ID card and submit a request to disable

your hardware token.

Q: I want to register a new hardware token.
A: Follow the instructions indicated on this webpage and register the new hardware token. Note that after

registration is complete, the previous hardware token will be disabled.

Q: I lost my hardware token, but I have to urgent matter.

A: We have few hardware tokens to lend. Please take contact to IT Help Desk.
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https://icts.nagoya-u.ac.jp/en/helpdesk.html
https://icts.nagoya-u.ac.jp/en/helpdesk.html

