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Plan of Talk
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What is CAS

CAS (Central Authentication Service)
Web Applications ICX4¥9 % Single Sign On Infrastructure

Yale University TR % = 117c Open Source Software
BT X JA-SIG @ Official Project

Single Sign On IRIFZ MR CHEICEKIFRTE S

Current Version: 3.0.5-final
WiEEp o www. ja-sig.org/products/cas/
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SSO Infrastructure using CAS

Authentication

Verify ST Verify ST

adCCesSS adCCesS

‘Web Browserl
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What is CAS2

CAS? (Central Authentication & Authorization Service)
CAS? = CAS + 7 7V &z RIEREIEHEE

B D Application (Xt U T, ERlICc 7 ¥ £ XA ERZ EE
» WHO
% Application (CX¥ 9 21— D7 U & XHERR
» WHEN
% Application (ZX39 % 77 7 & A RfE il R
» WHERE
% Application (X395 7 7 £ A JTIc & 2R
» HOW
& Application [cX U T, Login Z—HDEF 27+«
L N)LIC K 2 HlBR
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SSO and Authorization Infrastructure using CAS

Authentication

Authorization

Verity ST & User Info. Verity ST & User Info.

adCCesSS adCCesS

‘Web Browserl
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Mechanism of CAS and CAS2

Ticket Granting Cookie (TGC)

'Browser M TGC Z > TWb I &)
= TBrowser (& FEEEE TH 5

Service Ticket (ST)
Web Application ND 777 2 AD 7= D One Time Ticket
Authorization Information =& A TWL\3

(B ST Z2RK>TWB I &)
= 77 17 X |& Authorized =h TL\5 |
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Authorization Mechanism of CAS2

EEEEDHDFT—4 X—2R (CAS-ACL)

Access Permission Lists:

WHAT &£ ®d Web Application (XL T ?
WHO fenh (User Information) ?
WHEN WD (Access Time) ?

WHERE & ZH'5 (Client Information) ?
HOW EDXKSICLT (Login Method) ?

STIE CAS-ACLOEDITY NUIC—U TWLWBAHhDIEHRE
B-TW3
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Example of CAS-ACL

dn: cn=entryl,ou=portal,ou=cas,o=nagoyalniv
cas-service: https://app.*\.mynu\.jp/.*

cas-allow: (& (uid=naito) (date>=20051010)
(date<=20051110) (IP=133.6.130.0/24))

cas-attributes: uid,mailAddress, FullName

cas-security-level: X509
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Example of CAS-ACL

URL D https://app.*\.mynu\.jp/.+ [c—RULcEZF
uid IS naito
Access HEFfA' 2005/10/10 Hh 5 2005/11/10 DA
Client IP ¥ 133.6.130.0/24 TNV F
Login Method »* 7 51 77 > NEERHE Z #I B
CDEZICRD 7V EANFIIEINS

CAS Server (& Web Application ([ZX L T
uid,mailAddress, FullName

ZENT B
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CAS2 in Nagoya University Portal

LU ® Application 2D SSO & Access Control
ZHERERN—%I
MBI AT L (BEELE - BIEAN)
> #9 10000 ADZFEA &, ¥ 2000 ADHE
MEEBHRST —IR—X
> #2000 ADHE
Web CT
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UPKI and CAS2

PKI ZFf U=t = 2 77 7% Application ND 7 U & X DEIH

m—ResEHD T T, F 2 7IC L\ Application @ &
I PKI ZF|HTE %

YHAFIC T/AFAk CAS2, % Open Source TABTE
HTHEBFHIC SSO &7 7 RAEEZEIR A8
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Summary

CASZ &= {#EZ |£...
SSO RiIEEZ A Z ICHEBET] e
G—RR 7 U R IEREBREZ ARG ICIEERTEE

CASZ g+ 7
Web Application (&1 —HF3EEE#HRZ — V)52 1T LS 73 Ly
Web Application (FZ—%'DBICid7 27 X L 7L

CAS? [IRDBEDHEMEE LR ¢
tomcat
BIEEES{EDzH D SSL
Web Application % CAS2{td 2 Z &ENB5 :
CAS client module Z#MAHAT Z & 12T

Sep 22 2006, CSI &= —p. 14/16



Bibliograph

LLm

NEAE, EHNE, INAEF, FEIE, FEEET,
REICH T BDH—FREEERE E UL TD CAS & Z DR,
[BIRUWIBZ 5w EE, Vol. 47, No 4, 1127-1135, (2006)

ANBEAE, FRHENA,
Central Authentication and Authorization Service
—Web Application D7 DU WESEES R T L Dl dr—,

REASRFLROEENTIT ST AT FUEK, Vol. 1446,
"EFIEHRRIRICEIT 2&TD5ERE] , 14-39, (2005)

JA-SIG, http://www.ja-sig.org/products/cas/

Sep 22 2006, CSI &= —p. 15/16



END

Sep 22 2006, CSI &= —p. 16/16



