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“The Grid :Blueprint for a New Computing Infrastructure”
Ian Foster,Carl Kesselman (1998) 

• ���	op�qr�st�mu�d�PQ
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“The Anatomy of the Grid”
Ian Foster,Carl Kesselman,Steven Tuecke (2001)
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• Grid8G9�U�
GE&û�VWX8G9�x
L�íYLMOGSA (Open Grid Services 
Architecture)U§Z
“The Physiology of the Grid”
Ian Foster, Carl Kesselman, Jeffrey M. Nick, Steven Tuecke1  (2002)

e-Science meets e-Business
���	�Z[´��*%Z\]2003
^_«`a (2003�12�9�)
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WS-Secure
Conversation WS-Federation WS-Authorization

WS-Policy WS-Trust WS-Privacy

WS-Security

SOAP

WS-Security
b�
G´�cd�Ref�¢g

WS-SecureConversation
@+hisjvwsb�
G´hikl�

WS-Trust
m��	b%Z��no\p�ë 

WS-Policy
qZ	[%ZE�
���
��rRÛ°¿
hiSGT�1L�[��GUsa�¿

WS-Federation
G<	b%ZÌX�hi!"�R¾x¾¿
WS-Security,WS-Policy,WS-Trust, WS-Secure
ConversationU�G��¢£

WS-Authorization
éH
�tu�vmn¿hiSGTx[��G
Uw�¢Àx�U|í^�¿

WS-Privacy
Web8G9�X�[\%y�Gz{

OGSA
(Open Grid Services Architecture)
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� Identificationçåáè
• ��
î�Kn�

– 
î�Kn�
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� Authenticationçhiè
• É����Ç���Úx

� Confidentialityç��¡è
• Kn¹g~��X�SæÇ���Úx

� IntegrityçPî¡è
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� Authorizationçh¯è
• R¾�¾�i�~��X��Úx

� Non-repudiation &Auditingç2��h��&��è
• 
îxLa�q�U�^Úx
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• 1��Identificationçåáè
– ��Hç��è

• Kn�Authenticationçhiè
– GSI

• Kn�Confidentialityç��¡è
– GSI

• Kn�IntegrityçPî¡è
– GSI

• 8G9��Authorizationçh¯è
– GSI (Grid-mapfile),t�mul�sh¯8G9�

• 8G9��Non-repudiation &Auditingç2��h��&��è
– ��i��z���Êj�d�1�
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�RD�EFGH�
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Ç�GSI x�Üæ�±���
GSI :Grid Security Infrastructure
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• ¥�P¦
– The Globus Toolkit 4 Programmer's Tutorial 

• http://gdp.globus.org/gt4-tutorial/multiplehtml/index.html
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t�mux�}�

t�mux�}��

� A virtual organization (VO) is a dynamic collection of resources and users 
unified by a common goal and potentially spanning multiple administrative 
domains. (Foster, I. and Kesselman, C. Computational Grids. Foster, I. and 
Kesselman, C. eds.The Grid: Blueprint for a New Computing Infrastructure, 
Morgan Kaufmann, 1999,2-48.)

� t�mux�sÓ*���U¨©^�Mk�ª«Ç�MPQx�G¬
������X�¾sG<�l�	b%Z�­�Úx~�íÇ�����

Virtual Organization

user 1
(VO Manager)

service_c
service_a

Services and Users are 
exposed in a Virtual 
Organization

Organization A

service_c
service_b

service_a
user 2

user 3
user 1

Contract A

service_x

service_y
user p

service_z
service_x

service_y
user p

user q
user r

Organization B

Contract B

PKI	b%Z

VO	b%Z
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VO��¾ ~NAREGI�È
• NAREGI�VOMSUÂj
• VOMSx�sEU-DataGrid Project�d¾CDÇ�MVOl��
	û�'éX�¾sVirtual Organization Membership Service
�ÃÄX���

• �G¬xVO�\pUGroup, Roll, CapabilityxL�íYLé
H
�tuUÀ�e¿

• voms-proxy-init YùZ	�d¾VOMSj�Proxyi@ÅUC
©Ls���	�´µ¶ª»�`j^��

• VO\Æ!"�sProxyi@Å�X.509v3� !"ºJ�½
Ä� !"xL�ÇaØ�s���	��R´�G\REÈN
OPQ��¥ÉÇ���



�G¬

hi�

[²��i@Å

VOMS

VOMS�ij ¯

Ê�G¬i@Å
�DÀ

ËVOMS�VOÌ¡
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Îproxy-initYùZ	�
d¾[²��i@ÅU
�©

�G¬i@Å�G¬i@Å

VOÌ¡i@ÅVOÌ¡i@Å

Ï[²��i@Å�Ðk��

VOÌ¡i@ÅVOÌ¡i@Å

[²��i@Å
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VO�5r��Êj[��G
I. &w³|íçOwnership Approachè��ô

� PQ&w³�ÄJ�l�^�PQ�Ò��	��î
��|íxU(	

� VOl�³���VO�Ì^�bZy�Ó�*Ô±*Ì
¡Õs�	�î��|íxU(	

II. VOMS(VO Membership Service)+,
� X.509Ì¡i@Å�ij
� group, role, capability�d�Ì¡íY

III. h¯8G9��§�
� GT4YZ
¤�h¯�Z	\�ØÖ�ñL¯°
� XACML�d�éH
�tu[��G�íY



• CA
– NAREGI-CA

• Credential Management
– MyProxy

• VO Membership 
Management
– VOMS

• Authorization
– NAREGI-AuthZ

Information
Service

NAREGI
CA

Portal

WFT

PSE

GVS

SS
 c

lie
nt

Super 
Scheduler

MyProxyMyProxy

loglog--ininUser CertificateUser Certificate

Resources InfoResources Info
incl. VOincl. VO

ResourceResource

GridVM
Resource Resource 

mapfilemapfile
Delegation

Service

Resource Info.Resource Info.
(Incl. VO info)(Incl. VO info)

DataGrid

AuthZ
Service

DataGrid

Scheduling
Policy

Repository

Scheduling
Policy

Repository

VO Management

PDP

PEP&SP
(incl. CVS)

PAP

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

Proxy
Certificate

VO Attr. Mgmt.

VOMSVOMS

Renewal RenewalGSI

GSI

GSI
GSI

GSI

PDP

PAP

Site Management
AuthZ

ServiceSite Policy
Repository

Site Policy
Repository

AA

PEP&SP

PIP

h¯8G9��lmn
NAREGI��CD�í

Grid Grid 
mapfilemapfile

PAP :Policy Administration Point

PDP :Policy Decision Point

PEP :Policy Enforcement Point

PIP :Policy Information Point

SAML

SAML

VO�\^�×ØJ�Ù
• ij³

– hi��Ø�G¬i@ÅUDÀL�±Ø�sProxyi@ÅU�©L�MyProxyÚÓ�L��Æ
– VOMSÚVOÌ¡i@Å�DÀUÛoLsProxyi@Å�� ºJÚÐk��

• ÜÝl�³
– l�LM�VO�1ÀLMVOMSUÊj^�
– VOMSUj��VObZy�Ó�*Ô±*Ì¡ÕsUÀe
– 8%El�³x�ÌXPQij�\^�ÞßUà´
– SS�1L�áá�h¯[��GU¨íLM�B��sh¯8G9�UÊj^�

• SS��âG�!"ù�[&ã%ûUsScheduling Policy Repository�h¯[��G&ã%ûU¨í^�
• 8%El�³

– l�LM�PQò�GridVM, 8%Eò�ISUÊj^�
– äA»��VO�	��sçÈa²VOMS�!"U5�ègrid mapfileU�©^�

• Grid mapfile��s�G¬i@Å�DNx²Gåûéå�ZE�1ÀUíY^�
• íY� ¯�8%E�[��G�d�~sàá��G¬åáUÀeB�xsVOò�*æLM[Gûéå�Z
EU·j^�B�x~��
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– äA»��VO�	��sVOl�³x�ÞßU5�GACL&ã%ûU�©^�
• GACL&ã%û��sVOò�PQij¯°¡UíY^�
• Ú�!"Us8%E�IS�í��ç·íÍX��JÌëè�ìnñLsISî}Xvw^�
• SS �¶²Gå�Z���[²��i@Å��íÇ����VOfUw� IS�!"UîïLs��VO~ij
X��PQUì�
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• GRAMçGridVM)��âG�!"ù�[&ã%ûUsSite Policy Repository�h¯[��G&ã%ûU¨í^�
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PDP
Sun’s XACML
Implementation

Version 1.2
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VOÌ¡�ij[��GÙ
• groupxroleUñí

– VO>group>role�ò .óU¦§x^�
• *ô�Ì¡i@Å��õ^���VO:group:role�Eö�*	

– groupf�VOl�³~Ä��|k�
– rolexL�“VOl�³/groupl�³/role�”Uñí¯°

• �íÇ��ij
– IS

• IS~8%Eò�IS�Ø8%E!"U÷�^���s8%El�³�[ ��GUøùÇ�MéH

�tuUÀe¿h¯8G9�U·j^�¿

• úVOl�³ûÌ¡UëhLs[��GU·j^�
– PSE

• â&E�'é�l�Rij�Mk�sâ&E�'éò�°É��éH
�l�UÀe¿üLh¯
8G9��`�ýs½Ä�[��GUmn��¿

• â&E�'éò�groupUíY^�
• úgroupl�³ûÌ¡UëhLs1À^�â&E�'él�U¯°x^�

– úVOl�³û�x��úgroupl�³û�x�Uþ�^�
• úgroupûÌ¡UëhLs1À^�â&E�'éUij¯°x^�
• *	��G¬
��µZ�ÌsVO:group:role�«�X��



NAREGI
Portal

Super
Scheduler

çèjISVOMS

çèjIS*GridVM VO
map tool

Grid Map
File

��Local
Scheduler

IS

IS

��
çèDB

�Ol�
DB

VOl�³

Sitel�³

VO

8%E *8%Eò�
å�Tù%�

ðÍ

VO×éçèÚ�ijÈ
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– OGSA(Open Grid Services Architecture�2002�2��C��MGGF4��
IBM	~§Ùè�d¾SOAPRWSDL�ÜWEB8G9�
4U56xL�
���	�î��Û°U8G9��

� IGTF (International Grid Trust Federation)�d���hiÆ�
– APGRIDsEUGRIDsTAG�d¾�JU
J¿l�
– �r�hi��APGRID�h¯UäA�²i@Å~�J�Xw­x�
�

� IDl�x�Æ�
– l�	b%ZU­�ID�&'S£G�µZÛ°xL�[\%y�Gz{UF
�^�Shibboleth~
�����±L���

� NII�d�CSI (Cyber Science Infrastructure)./
– UPKI�d�@+no�56�ë 
– NAREGI���	�	û�'é�d�e-Science56�ë 

• î�·¸�$%*CD*Êj}t�./

ApGrid PMA

• 2004�6��¨ Ç�Mé´é*���0��
PMAçPolicy Management Authority�hi��[
��G�d�Êj�\^�#�¡U��"#Û\è

• ApGrid PMA�h¯UäA�Mk��sno£�û
�-�ÊjU�ÏLò���UäA�A�²�Ø
��

• £�h¯UäA�����sNAREGI, AIST, KEK
�Ehi�X�¾sNII���NAREGIhi�U�
���XUPKI����	hi56x^��í



• ��EDUCAUSE�Internet2��2000��D�LM
[²´'HE

• SAMLseduPerson����l�UijLMsh¯�
Mk�Ì¡�,UÀe��l�x�G[Zâ&E

• ¤��Shibboleth V1.3
• Shibboleth V2.0çSAML2.0�G�è����G�
• ��s��XShibboleth�Federation~Êjs�¥

Shibboleth~ IDl�x�Æ�

Shibboleth�5r��
IdP Identity
Provider

SP Service Provider

ID
Handle
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ò �PKI (Public Key Infrastructure)�
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�G[Z	b%ZPKI

(¥#®±��hi)

��Z��PKI

ç¥#Ì�hiè

���	PKI

(���	�Mk�hiè

Web8Gyi@Å

S/MIMEb bG
ûef*cd�

!Ji@Å

�"LAN²G�Z�

Web�Z�û8%Z�Z
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¥#Ìhi

/®Æ�

Software Stack of NAREGI-CA

NAS(NAREGI AUTHENTICATION SERVICE)

NW Infrastructure

AICA çexisting Certificate Authority Free Softwareè

LCMP
RA: Registration 
Functions

CP/CPS

Auth. Policy çsingle domain)
Auth. Policy Extension 
(multi-domains)

Command
User Interface

Web
User Interface

Web Service Interface

#�$%

UPKI interfaces

Development in 
FY 2004(v1.1)

Development in 
FY 2005~

Development in 
FY 2003(v1.0)

Audit PMA

Free open source software Ver2.2  Ver2.2  
(Jan.24,2007) (Jan.24,2007) is available at 

http://www.naregi.org/download/



CampusCA

Issue Certificate

Campus PKI Grid PKI

GRID CA

Issue Certificate

Request Certificates
(Using IC Cards
as credentials)

LDAP

GRID RA

TARO SUZUKITARO SUZUKI 08/07

IC Card
Certificate
for Grid System

User

Campus-Grid PKI Federation

Super Computers

Grid Services

Experiment Devices

Databases

Access

������ßr�EGEE��¾

Ian Bird/EGEE - NAREGI Visit - July 2nd 2007

Support Structures & Processes

Training infrastructure Training activities
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