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Plan of Talk
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What is CAS

CAS (Central Authentication Service)
Web Applications (CX49 % Single Sign On Infrastructure
Yale University TR & 117z Open Source Software
IRTEIF JA-SIG O Official Project
Single Sign On IRIZEZ e CRERICKIZTTZ S

Current Version: 3.0.5-final
http://www.ja-sig.org/products/cas/
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SSO Infrastructure using CAS

Authentication

Verify ST

Web App. (1)

access

Login

Verify ST

|Web Browserl

What is CAS2

Web App. (2)

access
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2 CAS? (Central Authentication & Authorization Service)
) CAS? = CAS + 7 7 RIERERLE
) B D Application (XU T, @EEIICT 7 RIERZ EIE

» WHO

& Application [T 21— D7 U &z AHER

» WHEN

& Application [CX39 % 77 U = ARrEH IR

» WHERE

& Application [T 277 ATTIC K B[R

» HOW

% Application XU T, Login 2—H%'DEF 17«
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SSO and Authorization Infrastructure using CAS

Authentication Authorization

Verify ST & User Info. Verify ST & User Info.

Login

access access

|Web Browserl
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Mechanism of CAS and CAS2

. Ticket Granting Cookie (TGC)

> "Browser H" TGC HRF-o>TWB I &)
= TBrowser |& S2EEE CTH 5

. Service Ticket (ST)
» Web Application ND 7 7 XD Tz D One Time Ticket
» Authorization Information Z&A TW5%

) B STZF->TWB I &)
= 772+t X% Authorized 1 TW3
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Authorization Mechanism of CAS2

) HEREEDHDT—5 R—Z (CAS-ACL)

) Access Permission Lists:
WHAT & ®D Web Application [cxf L T ?
WHO Enh (User Information) ?
WHEN WD (Access Time) ?
WHERE & Zh'5 (Client Information) ?
HOW EDKSITLT (Login Method) ?

0 STIECAS-ACLOEDITY MY IC— UL TWBHh DIER%E
B-TWw3
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Example of CAS-ACL

dn: cn=entryl,ou=portal, ou=cas,o=nagoyalUniv
cas-service: https://app.*\.mynu\.jp/.*

cas-allow: (&(uid=naito) (date>=20051010)
(date<=20051110) (IP=133.6.130.0/24))

cas-attributes: uid,mailAddress, FullName

cas-security-level: X509
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Example of CAS-ACL

0> URL i’https://app.*\.mynu\.jp/.+ [Cc—RKULIEE:

) uidisSnaito

) Access HRfAY 2005/10/10 S 2005/11/10 DfE

) ClientIP ¥ 133.6.130.0/24 [CNY VY F

) Login Method A* 7 51 7 > NEERRE = A
CDEZICRD 7V EADEFFIENS

2 CAS Server (& Web Application (Zx3 L T

uid,mailAddress, FullName

XTI B
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CAS2 in Nagoya University Portal

o BUT @ Application #£® SSO & Access Control
) HEEXRZER—F )L
) BV AT L (BIEEER - BEAT)
> #9 10000 ADZE4E &, 9 2000 ADHE
) IREBEBHRET —FN—X
> #9 2000 ADHE
» Web CT
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UPKI and CAS2

PKI ZFB U 7=tz 2 77 Application ND 7 7 & X DEIH

) %t SEEEA DT ¢, £ 2 7IC Lz Application M &+
C PKI ZF|ATE %

EEFIC TARIRR CAS?) % Open Source TABFTE
) HTHBEHICT SSO &7V ERAEEZ IR 6E
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Summary

CAS? ZfE z |
) SSO RIEZAZICHERFAE
) BRI 7 E RIEREERREZ A5 ICHEEAE

CAS? [dt+a17:
' Web Application (& 1 —HFREEIE R = — V) (FTENS 78 L
» Web Application (F2—1%'DBICIZ7 7 A LWL

CASZ ZRA/RBEDENEE LR :
) tomcat
) BIERESEDRHD SSL
) Web Application % CASZ 1t 9 32 ENBS :
CAS client module Z# &AL Z & 2P
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