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Targeted Email Attack
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Prevention Training and Information Security Awareness Raising
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How to Defend Against the Threat of Targeted Attacks
IZRVBITIEE & [ What is an Advanced Persistent Threat ?
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Malicious actors may launch persistent, varied attacks in order to
steal sensitive information from corporations and other organizations.
This is known as an Advanced Persistent Threat (APT). As it is
designed to go unnoticed by the system users and maintainers, it often
takes months to discover the intrusion and damage caused. In this
way, this type of cyberattack is very difficult to detect and prevent.

In many instances, this type of attack starts with a suspicious
email, known as a Targeted Email Attack. Targeted email attacks
use a variety of methods, such as malware attachments that infect
your computer or links to phishing sites that steal authentication
information, to create a foothold for further infiltration. For this
reason, we must exercise a high degree of caution with emails.

Once this first step has succeeded, the attack can advance in a variety
of ways (see diagram). In some cases, the victim may then be used to

NI attack other people.
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Prepare for transmission
by compressing and
camouflaging stolen data.

(use as jump server)
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» Destroy the system.
(destruction of evidence)
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In order to prevent damage from such Targeted Email
Attacks, or, in a worst-case scenario, to limit the amount
of damage caused, Information & Communications holds
yearly “Targeted Email Attack Prevention Training” for
the entire faculty and staff. Please visit the I&C website
to see what training can teach you about the essentials of
protecting yourself from targeted attacks.
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http://www.icts.nagoya-u.ac.jp/nu-only/ja/security
/Targeted-mail.html

Awareness Raising Materials for Targeted
Email Attacks (NU I&C website)
http://www.icts.nagoya-u.ac.jp/nu-only/en/security
/Targeted-mail.html
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Content that prompts you to open even though it's coming from an
unknown sender.

1. FEHEN SEAHKFE An interview requests from a newspaper company.

2. 7EUES) (RS . BESZX(T) Inquiry or CV attachment related to a job
application.

3B MR ANV NEADBEE - 7L —LA Inquiry or complaint related
to the education, research, or enents at the University.

4.7 — A& Survey
522N S5DERA Communication from an academic society.
@ 2O TCEDTEISESNIEA—ILD X SN B ZFESNDAS
Seems be sent erroneously but the content is interesting.
1. BBREDAEBXEZE(T Sending an internal document such as minutes.
2 VIPEARICEI T 2 1E#R Information related to a VIP visit.



NOIOIPZ A No.2019—3

BHEBRAZEREERIE AT DBERT —EX

Services Provided by Nagoya University Information & Communications
BEHEXRZBRESTIERNTIE BHE - FECRCRERY —EXZRHELTVE T,

Nagoya University Information & Communications offers a variety of information services to staff, faculty and students.

http://www.icts.nagoya-u.ac.jp/ja/services/
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BEEARZERRYNT—T NUWNET

http://www.icts.nagoya-u.ac.jp/ja/services/nuwnet/

Nagoya University Wireless Network (NUWNET)

http:/www.icts.nagoya-u.ac.jp/en/services/nuwnet/

FAEFIC, BKRIDTHATEDERLANEMS (SSID:nuwnet) H'EL
BTNTLET, Wireless LAN Access Points (SSID: nuwnet)
have been installed in many locations throughout our campus. You
can connect to them using your Nagoya University ID.
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http://www.icts.nagoya-u.ac.jp/ja/info/mail.html

Nagoya University Mail Service email address

http:/www.icts.nagoya-u.ac.jp/en/services/numail/

BRDYBE - FETHNS., EBIETH. BREERFABIHEITIS
[2ZA—)VTFRUR|ZRBIT 2T ENTEFT, Any Nagoya
University staff, faculty member, or student can obtain a "Nagoya
University Mail Service email address" issued by Information &
Communications.
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http://www.icts.nagoya-u.ac.jp/ja/services/sitelicense/

Site Licensed Software (Limited to the University)

http:/www.icts.nagoya-u.ac.jp/ja/services/sitelicense/

Symantec Endpoint Protection, Mathematica9x k4 ixY T~
DI DYASSA TV AZERIGLTCWVWE T,  Nagoya University has
several site licenses for software, such as Symantec Endpoint
Protection, Mathematica9, etc.

VIO 7 EEEE (SAM)

https://sam.icts.nagoya-u.ac.jp/sam/public/auth/loginselect

Software Asset Management System (SAM)

https://sam.icts.nagoya-u.ac.jp/sam/public/auth/loginselect

TR26F4R1BICY DD T 7 EEEEREZRITL. BENOHIRE
AUEN—=ROI P ROV IS I 7 DEFERBILLEL. Y IO T
BESIE (Software Asset Management System, SAM) ZERU. &
KADHEBIMRE T BN RIIFRUOVINI IS A YR %E
BE)CEELEI.,  Nagoya University has implemented the
Software Asset Management Rules, which went into effect on April 1,
2014, requiring all hardware and software purchased from that day
forward to be registered. By using the Software Asset Management
System (SAM), hardware, software, and licenses possessed by
organizations within Nagoya University are managed appropriately.

http://www.icts.nagoya-u.ac.jp/en/services/

eduroam

http://www.wnet.icts.nagoya-u.ac.jp/manual/eduroam.html
WLAN roaming infrastructure eduroam

http:/www.wnet.icts.nagoya-u.ac.jp/manual/eduroam.html
eduroamSIIHEEDEIRLANEMFZZKIDCTHAT I ENTESR
ED You may access the internet using your Nagoya University ID
through the wireless LAN access points of any institutions
participating in eduroam.

NUCT

https://ct.nagoya-u.ac.jp

Nagoya University Collaboration and Course Tools (NUCT)

https://ct.nagoya-u.ac.jp

RyhD—7J FTHEBER O, HEHER. RIEESRBREN TESEF]
7Y —)UNUCT (Nagoya University Collaborationand Course
Tools) i'&pJFET, There is a useful tool, the NUCT (Nagoya
University Collaboration and Course Tools), that you can use to
distribute class materials or check attendance and grades.
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http://www.icts.nagoya-u.ac.jp/ja/media/

Information Media Studies System

http:/www.icts.nagoya-u.ac.jp/en/media/
BEPEEDLHORELLCIVELI—IENGIFE T FEVI—F
M (TZE7SER) DAIC, OBBD T T 54 hSRICHEUTEREINT
WEd, The Information Media Studies System provides
computer rooms as environments for classes and self-study. These
computer rooms include the main center laboratory (School of
Engineering Building 7) and a number of satellite laboratories
distributed among nine other departments.

ITNILT TR

http://www.icts.nagoya-u.ac.jp/ja/helpdesk.html

IT Help Desk

http://www.icts.nagoya-u.ac.jp/en/helpdesk.html

BT —ER2RICETDEHXBOELTITANIVTI T AT ZRIERLT
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TEL: 052-747-6389 (A#R: 6389) it-helpdesk@icts.nagoya-u.ac.jp

We have opened the “IT Help Desk™ as a one-stop consultation desk

for information services.
TEL: 052-747-6389 (direct number to IT Help Desk) (ext. 6389)

HPCI #BIIE—D [R] IVE21—98IZ/NTY FX100 BAFIATCERELZENHIET,

Workshops are held where you can use the only K-computer-based FX100 supercomputer available among

HPCl-registered institutions.
[FX100 Y AFLFIAE MPI EE8=

(#0#%) | (2020 F£2 A5H). [FX100 FIRES (TS

UFIREEE (8] (202053 H4H) ZH@FETI .
The following workshop sessions are scheduled: “FX100 System-Base MPI Workshop (for beginners)”

(February 5, 2020) “FX100-Base Library Use Workshop (for beginners)” (March 4, 2020)

§#U<IEFor details, please visit P> https://www?2.itc.nagoya-u.ac.jp/cgi-bin/kousyu/csview2.cgi
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