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The National University Corporation Tokai National Higher Education and Research System
(hereinafter referred to as “THERS”) was established with a goal of strengthening the research
capability which distinguishes the strengths and characteristics of the national universities
(hereinafter referred to as “University(ies)”) established by THERS, strengthening the educational
capability by means such as mutual complementation between Universities, and returning them to
society.
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Making good use of the information, system, data, contents, etc. (hereinafter referred to as
“information assets”) possessed by THERS is an essential element. in order to fulfill the missions
and duties of THERS. This is done through accelerating sophistication of management, improving
the educational and research environment, joint implementation of education, joint management of
facilities and heavy equipment, expanding our dialogue with and our window to industry, as well as
strengthening cooperation with it, and the joint management of industry-academia collaborations in
THERS. THERS shall prescribe the National University Corporation Tokai National Higher

Education and Research System Information Security Policy (hereinafter referred to as “Policy”)



for the purpose of ensuring the confidentiality, integrity and availability of information based on the

importance of the information assets.
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1. Basic Policy
(FALEE)

(Basic Position)
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Article 1. THERS shall, under the leadership of the Chancellor, establish and maintain a secure and
safe information environment and an organization to support it, and fulfill its social
responsibility as a base for academia, for the purpose of strengthening its “function of world-
leading research and function of world-standard higher education” and “function to contribute
to the continued development of the Tokai region”, and create a virtuous cycle model for the
University-industry-regional development.
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(2) THERS aims to establish an information infrastructure which prevents information security

incidents and allows for the smooth execution of education, research and any auxiliary work.
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(3) In the case of an information security incident, THERS shall put forth its best efforts to minimize
any damages, recover from it quickly, and prevent recurrences.
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(4) THERS shall clarify its role and position within information security and put forth its best efforts

towards continuous improvement of the information infrastructure through an information

security management system.
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Article 2. THERS shall establish and manage a safe, secure, and trustworthy information security
environment through legal compliance in respecting social ethics, copyright protection,
intellectual property rights protection, protection of personal information and the prevention
of information security incidents.
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(2) Regarding the handling of information assets possessed by THERS, related laws and rules, as
well as the separately prescribed “Tokai National Higher Education and Research System

Information Rating Standards”, must be observed.

(i FH #iPH)
(Applicable Range)
3%k AU —OBEMEHIIUTORESICEDDL LB T 5,
Article 3. The applicable range of this Policy shall be as prescribed in the following items,
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(1) Applicable assets
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All information assets possessed by THERS.
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(i1) Applicable persons
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THERS members (all members affiliated with THERS and its Universities), and all related
persons involved with educational and research activities as well as business activities by

THERS (outsourcing contractors, joint researchers, visitors, etc.).
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Article 4. Applicable persons must, in addition to acting based on this Policy, observe the information

security related rules separately prescribed by THERS and its Universities.
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2. Information Security System
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(Establishment of a Security Organization)
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Article 5. THERS shall establish an information security organization to ensure and improve its

information security.
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Article 6. THERS shall appoint a Chief Information Security Officer (hereinafter referred to as
“THERS CISO”).
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(2) The THERS CISO shall take responsibility for information security throughout THERS.
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(3) THERS may appoint a THERS Vice CISO.
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(THERS Information Security Office)
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Article 7. THERS shall establish a THERS Information Security Office.
2 MR F =) T 0 BOMMKL ONEE B LR ERFHIE, HIED D,
(2) Items required involving the organization and management of the THERS Information

Security Office shall be prescribed separately.
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Article 8. In cases where a THERS Information & Communications Meeting finds it reasonable to

adopt alternative measures different from what is prescribed in THERS’ information security



related rules including this Policy, or not to apply these rules, due to reasons such as appropriate
execution of THERS’ educational and research activities and business activities being
significantly hindered by the application of these rules, separately prescribed measures may be

taken as an exception.
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Article 9. Other matters that are not prescribed by this Policy, may be prescribed based on the
deliberations by the THERS Information & Communications Meeting when it is deemed

necessary by the THERS Information & Communications Meeting.
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Supplementary Provisions
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This Policy shall come into effect on April 1, 2020.



