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Information systems have been updated
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Please complete the following set up and migration procedures to utilize the new

information system services.
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EXTE. Multi-Factor Authentication (MFA) setup for Nagoya

University (NU) ID
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How to get started
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Use your THERS account when utilizing services including
Teams, Office (desktop and online versions), and THERS email.
It uses safe and secure Multi-Factor Authentication (MFA).
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Existing information services, including NU Portal, NUCT,
etc., use authentication with your NU ID. MFA has been
implemented to enhance security.
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NU email service will be gradually phased out. From now on,
please use the THERS email issued with your THERS account.
It has a larger email storage capacity.

https://icts.nagoya-u.ac.jp/ja/services/thersac/
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How to activate MFA

https://icts.nagoya-u.ac.jp/ja/services/nuid/CAS/
%ﬁﬁélﬁf Central Authentication Service

$25E 10— R (Authentication code):

' 123456

O2- > (Login)

BITHE

Migration Process

https://icts.nagoya-u.ac.jp/ja/services/numail/
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In consideration of a number of reasons, including protecting your data, NUSS logins will be
limited to on-campus only. Please use the VPN service to log-in from off-campus. File sharing
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with off-campus people through NUSS is still available.
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/Introducing MFA for the VPN service
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Nagoya University Service
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From April 2022
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MFA has been introduced and implemented for the VPN service to enhance security.
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Information security incidents are occurring frequently!
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Always keep your computer’s OS, software, etc. up to date.
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Install anti-virus software.
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Always pay close attention to incoming e-mails and websites.
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Use passwords that are difficult to guess and do not use the same ones for different websites.
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Recently, Nagoya University has experienced a number of
incidents related to information security. While a majority of
these incidents have been minor occurrences or attempts that
did not cause any actual damage, there have been some serious
incidents where personal information was leaked.In some cases,
a little carelessness - e.g., entering a password into a phishing
site, being directed to a fraudulent site without checking that
it is legitimate, and so on - has led to things escalating into a
serious incident.Information security incidents can happen to
anyone.Please review your basic security measures once again
and try to prevent information security incidents.
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/Classification of incidents in AY 2021 (April 2021 - February 2022)

W v THARNFIER,/ Accessing phishing sites
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W AEBNSIE / External attacks
I NMS73381S ./ Suspicious communication
W X—)LEZ3EL Stolen e-mail accounts
W ZDM, Others

BXA VYTV MD—E,/ Example of Serious Information Security Incidents
[2021/10/29 L AUU—R] / [Press release on October 29, 2021]
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./ Unauthorized access to faculty email account: Student grade information may have been leaked.
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/" Unauthorized access to faculty email account: Approximately 14,000 email addresses may have been leaked.
[2022/2/24 FLUAYU—2R] / [Press release on February 24, 2022]
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" Unauthorized access to email accounts of faculty/staff: Total of 416 individuals’ personal information may have been leaked.
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