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About Multi-Factor Authentication
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Recent trends in information security have pointed to
single-factor authentication (password only) being not
sufficiently secure. Therefore, it is necessary to improve our
internet safety and security through the implementation of
Multi-Factor Authentication (MFA), which utilizes “possession”
or “biometrics” as additional authentication factors. Major
information services (e.g. Google, Apple) are also promoting
the implementation of MFA.
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Implementing MFA for Nagoya
University’s Information Services
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[1] https://icts.nagoya-u.ac.jp/ ja/services/nuid/CAS/

Currently, Nagoya University employs the use of an
authentication infrastructure named CAS, and Nagoya
University’ s information services can be used after CAS
authentication using your Nagoya University ID and
password. Nagoya University has been migrating the current
information service authentication to MFA-CAS, which
supports OATH-TOTP standard MFA (2-factor authentication).
MFA-CAS requires a second Authentication Code that is
provided through a pre-registered authentication application
on a smartphone or a hardware token. Please check the "Single
Sign on with CAS service [1]" webpage below to prepare for
migration to MFA-CAS.

[17 https://icts.nagoya-u.ac.jp/en/services/nuid/CAS/
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MFA utilizes a different element for authentication
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Procedure to implement MFA
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Ready for use !
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New Licensing Agreement with Microsoft
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The Tokai National Higher Education and Research System (THERS) has signed a
comprehensive licensing agreement with Microsoft. This means that you can now use

various Microsoft software and services at no additional cost.
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By Using Your THERS Account ...

Office 365 Apps

Word, Excel, Powerpoint
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available on up to five PCs
@ AN—hTxY, ITLYRTH

available on smartphones and tablet devices
@ EAFTE PC THHIAT
also available on personally-owned PCs
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* not available for some faculty and staff
I5IRY—EZ /Cloud services
OneDrive, Teams, Forms, PowerAutomate, ...
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. basic services such as cloud storage, etc.
O T HEFASCIZT 2 —Ya ViR
@
video-conferencing
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ﬂ automation tools for advanced processes

members
communication tools including

—E"ZX Mail service
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mail address with the nagoya-u.ac.jp domain
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mailbox capacity of 100GB
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strong security through advanced
authentication
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Additional Products Available ...

Office Professional Plus
FNA XS4,/ device licensing

@ REFAEDHAmRARDH CHAT
available only on shared PCs owned by the
university

@ HFD PCHE=THFATIEE

also available in PC-rooms of your department

Windows 10 Education
7w I L—R,/ license upgrade

@ \Vindows, macOS 5D 7y 7 L—R
-- upgrade available for Windows OS or mac OS
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available on personally-owned PCs

@ Mac @ Boot Camp TOFABT
also available to use in Mac Boot Camp

Exchange, SharePoint
Y—N\H KU CAL / Servers and CAL

Windows Server CAL

Azure Dev Tools for Teaching
Azure Dev Tools for Teaching
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learning support program for software
development
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provided resources and tools will be strictly
managed
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usage will be approved through an application

by the Dean of your department

¥ U< 34555 4 b/ Find more on our webpage.

https://icts.nagoya-u.ac.jp/ja/services/thersac/index.html
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